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buggy.c

#include <{stdio.h>
#include <{stdlib.h>

typedef unsigned short UINTI16;
typedef unsigned int UINT32Z;
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struct EndPoint {
UINT16 tcpPort_;
UINT16 udpPort ;
//UINT32 ipAddress._;

inline UINT32 EndPointToUInt32(struct EndPoint* ep) {
return *(const UINT32%) (ep): // bug here

struct EndPoint endpoint = { 0x8080, 0x1080 };

int main() {
// FAJ{Ein]l ine+ELIPALAGET H A
endpoint. udpPort = 0;
UINT32 tmp2 = EndPointToUInt32 (&endpoint) ;
//UINT32 tmp2 = *(const UINT32%) (&endpoint); // JFHIX—H& e b—) FIFF 4 !
srand (tmp2) ; // for break the optimize
printf ("%08x %08x should be same as 00008080\n”, tmp2, EndPointToUInt32 (&endpoint));

AT AR

[@66.209 ~]# gcc buggy.c

[@66.209 ~]# ./a.out

00008080 00008080 should be same as 00008080

[@66.209 ~]# gcc -O2 buggy.c

[@66.209 ~]# ./a.out

10808080 00008080 should be same as 00008080
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gee FLIRGM PRI 45 2R 5 it bR B0 R R 45 2R gee  —024miEMI4E R
movw $0, endpoint+2 movw $0, endpoint+2 mov 1 endpoint, %ebx
pushl  $endpoint mov 1 endpoint, %eax subl $28, %esp
call EndPointToUInt32 mov 1 %eax, —4(%ebp) pushl  %ebx
addl $4, %esp subl $12, %esp movw $0, endpoint+2
mov1 %eax, —4 (%ebp) pushl -4 (%ebp) call srand
subl $12, %esp call srand addl $12, %esp
pushl -4 (%ebp) addl $16, %esp pushl  endpoint
call srand subl $4, %esp pushl  %ebx
addl $16, %esp pushl  $endpoint pushl  $.LCO
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subl $4, %esp call EndPointToUInt32 | call printf
pushl  $endpoint addl $4, %esp

call EndPointToUInt32 pushl  %eax

addl $4, %esp pushl -4 (%ebp)

pushl  %eax pushl  §.LCO

pushl -4 (%ebp) call printf

pushl  §.LCO

call printf

JE AL AT IACES, SR )5 movw & endpoint [{)—2F 4 0, 2R )5 HCH endpoint (1)
A EndPointToUInt32, JH4E4s Bld tmp2 ik /&-4(%ebp) 4 .

ch R ARG 2K R L inline AL LS 45 IR, 3 = 2IILAE B4 endpoint ¥ 4 2518
it %eax 1£45 T tmp2 Lk j&-4(%ebp).
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